SAFETY TIPS FOR YOUR
HOME NETWORK

SECUREYOUR
NETWORK

Update your router
firmware to patch
vulnerabilities.
Change the default
admin username and
password to a strong,
unigque one.

-
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GUEST NETWORK —~

Set up a separate
guest Wi-Fi network
for visitors and smart
devices to keep them
seperate from your
main network.

SECURE YOUR
CELLPHONES

Update your
operating system and
apps to the latest
versions to patch
security flaws.

SECURITYAPPS ————-

Use reputable
antivirus or security
apps to detect and
block malware.

ONLINE SECURITY —————:

Add Two Factor
Authentication (2FA)
to important accounts
like email, banking,
and social media.

Be wary of phishing
scams and suspicious
links.

Shop only on trusted
websites. Look for
"https://" in the URL.
Avoid deals that seem
too good to be true..

PROTECTING YOUR HOME
NETWORK DEVICES AND
CELLPHONES DURING THE
HOLIDAY SEASON IS
CRITICAL!
CYBERATTACKS OFTEN
INCREASE DURING THIS
PERIOD.

ENABLE
ENCRYPTION

Use the latest and most
secure Wi-Fi encryption
standard available on
your router.

————— WIFI PASSWORDS

Use a long, complex
password with a mix
of letters, numbers,
and symbols. Make
sure your password is
nhot shared with the
neighbours..

— " BACKUP DATA

Regularly back up
your cellphone and
computer data to the
cloud or an external
drive.

KEEP YOUR
FAMILY SAFE

Teach family members
about the importance
of not clicking on
suspicious links or
sharing sensitive
information online
Activate “Find My
Device” features on
your phone to locate it
if it's lost or stolen.

———————— PRIVACY

Check the privacy
settings on your social
media and other
accounts to minimize
data exposure.

Taking these precautions will help ensure your devices and network remain safe this holiday season.
Would you like help with setting up specific tools or software?
Send “HELP” to feedback@cape-connect.com



